Operation ClickBait — A Personal Lab to
Analyze Email-Based Attacks

Introduction

Emailis still the front line of cyber warfare—from phishing attempts to malware-laced
attachments, inboxes are a constant target for attackers. To truly understand how these
threats work and how they can be detected, | created Operation ClickBait—a personal
home lab designed to analyze email-based attacks in a safe and controlled
environment.

The goal was simple: collect, examine, and dissect phishing emails and malicious
payloads to better understand how attackers craft convincing lures and deliver harmful
content. This lab has allowed me to experiment with real-world phishing campaigns,
analyze suspicious attachments, decode malicious URLs, and practice safe malware
handling techniques.

By simulating the investigative process of a security analyst, Operation ClickBait has not
only sharpened my technical skills but also helped me build a threat-aware mindset
essential in modern cybersecurity.

% What is Malware?

Malware, short for malicious software, refers to any software intentionally designed to
cause damage to computers, servers, networks, or users. It includes viruses, worms,
trojans, ransomware, spyware, and more. Once installed, malware can steal sensitive
information, corrupt files, disrupt operations, or provide attackers with unauthorized
access to a system.

In the context of email-based attacks, malware is often delivered as attachments
(e.g., .exe, .doc, .zip) or through links that lead to infected websites or file downloads.



@ Whatis Phishing Mail?

Phishing mail is a type of social engineering attack where attackers impersonate
legitimate entities (like banks, services, or coworkers) to trick recipients into revealing
sensitive information such as passwords, credit card numbers, or login credentials.

Phishing emails often include urgent language, spoofed email addresses, and fake links
that lead to convincing but fraudulent websites. Some also carry malicious attachments
to deliver malware.

In short, phishing emails aim to exploit human trust and curiosity—making them one of the
most effective and dangerous forms of cyberattack today.

Requirements

Hardware

e Laptop/Computer
e 8or8+GBofRam
e 100 GB Storage

Software

e Virtual Box

e Windows 10installin it

e Sandbox Environment

e One Malware .exe File

e Little bit of Knowledge about Technology

What | have done!

e | downloaded a malware sample to analyze it, and then attempted to send it to
another email address using phishing content. This analysis will help me determine
whether the email is malicious or genuine, enabling me to better protect people and
companies from being hacked.

What Next

e Now | will show you a live demo of what you can do when you receive an email.
e | willdemonstrate how to analyze the mail and check the mail’s IP address.



e Additionally, I’'ll show you how to check for documentation and any attached files.
e Let’s get started.

Practical Demo

e First Download the Virtual Box

e |Installthe Windows 10 OSin it

e Give ita Decent amount of specification
e Mineis Here

= General

Name: windows 10
Operating System: Windows 10 (64-bit)
System

Base Memory: 8192 MB
Boot Order:  Hard Disk, Optical, Floppy
Acceleration: Nested Paging, Hyper-V Paravirtualization

=] pisplay

Video Memory: 128 MB
Graphics Controller: VBOXSVGA
Remote Desktop Server: Disabled
Recording: Disabled

Storage

Controller: SATA

SATA Port 0: WIN 10 Clone.vdi (Normal, 50.00 GB)

SATA Port 1: [Optical Drive] VBoxGuestAdditions.iso (50.97 MB)
Controller: Floppy

Floppy Device 0: WIN 10 Clone-disk1.img (1.41 MB)

e You can give it by our need
e | Suggest you for giving 4Gb+ Ram and 50Gb Storage for better performance

Creating a Sandbox Environment

e | have made a article on how you can create a sandbox environment

e Checkitout

e Make sure to take a snapshot in virtual box so if any think happen so you can restore
the windows and you will save more time.



Downloading Malware

e Ifyouwantto download a malware so you can check of the git hub repository
e | have downloaded malware from here

s | The-MALWARE-Repo

4 Pull requests ») Actions

@ The-MALWARE-Repo

¥ master - 1

A repository full of malware samples
6 Da2dalus

B Banking-Malware

@ Emai-Worm
Bm Joke
B Net-Worm
Pony

B RAT

s Ransomware

https://github.com/Da2dalus/The-MALWARE-Repo

Send Email

e [fwe wantto send email so we can send it from our mail box

e Butthe malicious mailis not send by mailitis send by some different kind of
mailbox which contain some-additional option for sending mail

e We can hide our email address from it and also hide sender information

e We can add Phishing link to it.

Sending Malicious Email To Next Person

e Herel have send a malicious email containing subject line
e Subject as Hey You Have Win a Lucky Draw
e Given aTask to Chatgpt to write a content for Email on the topic


https://github.com/Da2dalus/The-MALWARE-Repo

® You

Write a email to unknown user for topic = a small lucky draw app
@® chatGPT

Subject: Introduction to Our Small Lucky Draw App

Dear [Recipient],

| hope this email finds you well. My name is [Your Name] and | am reaching out to introduce you to
a small lucky draw app that we have recently developed.

Our app is designed to bring excitement and fun to any gathering or event by facilitating quick

and easy lucky draws. Whether you're organizing a party, a corporate event, or a simple get-
together with friends, our app can add an element of surprise and enjoyment.

Key features of our app include:

N
Simple Interface: Our app boasts a user-friendly interface that makes it easy for anyone to use,

Copied email format from chatgpt and paste it on the-.email sender box.



Hurry You Have Win A Lucky Draw - @ X
mohitdamke1@gmail.com

Hurry You Have Win A Lucky Draw

Subject: Introduction to Our Small Lucky Draw App

Dear Sir,

I hope this email finds you well. My name is [Your Name] and | am reaching out to introduce you to
a small lucky draw app that we have recently developed.

Our app is designed to bring excitement and fun to any gathering or event by facilitating quick and
°

Hurry You Have Win A Lucky Draw = (1R
mohitdamke1@gmail.com

Hurry You Have Win A Lucky Draw

to us. We would be happy to provide you with further information or even arrange a demo.

Thank you for considering our app, and we look forward to the possibility of helping you make your
next event even more special.

Best regards |

Lucky_Draw_Game.exe.7z (96K) X

Ac—a@@@&zs‘ @

Attached Malware File to it by changing its name to Lucky_Draw_Game

So user will think that itis a game app butitis a malware

NOTE : The Mailis not been sent properly scanner has scan malware file and it
disable to download the file and so we cannot download the file but we can test
it manually



e Email Analysis

e We can check for the email by just checking for its header

e Letstake an example for WordPress email

Built-in speed and reliability nbox x

WordPress.com <welcome@wordpress.com Unsubscribe

Q@ WordPress.com

Jetpack-powered speed
and reliability

Launching your website with us means you've got all the flexibility of
the world’s most popular website builder paired with the speed and
reliability of hosting with WordPress.com. It's the best choice for

managed hosting. Period.

Plus paid plan users enjoy even more benefits, with lightning-fast

servers, Jetpack security features built in, and round-the-clock support.

Upgrade your website

e Firststepisto checkforthe content read it carefully and notice it there are some
mistakes

e Note that it contain some attachment with it if yes so don’t open it.

e Check forthe Header by clicking on 3 dots
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Original message

Message 1D <ccpBfSHx1YxpugLVOLCG2IMIMSvIT3McAOPMfpeDrk@wordpress.com>
Created on: 15 February 2024 at 12:38 (Delivered after 0 seconds)

From: "WordPress.com” <welcome@wordpress.com>

To: mohitdamkel@gmail.com

Subject: Built-in speed and reliability -+

SPF: PASS with IP 192.0.80.222 Learn more

DKIM: 'PASS' with domain wordpress.com Learn more

DMARC: 'PASS' Learn more

Download original Copy to clipboard

Here is a bunch of information about email



Delivered-To: mohitdamkel@gmail.com
Received: by 2002:ab3:7458:0:b0:252:4b1d:4038 with SMTP id g24cspd218911ti;
Wed, 14 Feb 2024 23:08:03 -0860 (PST)
X-Google-Smtp-Source: AGHT+IGFS/nupeUot3ak7XBB+885xDLRvT012IQyBx8DULS7tOWd3pyARSZTSONCPpI3H3Efa32s6
X-Received: by 2002:205:6808:1184:b0:3c0:3309:2057 with SMTP id j4-20020a3056808118400b003c033092057mr15799560il.
26.1707980883498;
wed, 14 Feb 2024 23:08:03 -0860 (PST)
ARC-Seal: i=1; a=rsa-sha2S6; t=17079806883; cv=none;
d=google.com; s=arc-20168816;
b=xQnH1a/dRXPI4aB3z+EhONNC2t3060Zfys rAWPeZuhaSLBVRT tmw7RAZ)QxmqIj4a0
muc2WOVHSWuOSKeHCknupoYPmsOK9zhYCzkR026Ymp/PadtWgZSxHBFM+3aNBQVCu3cF
/4uesAQy/ZxZLONMupBe6smxMg6uOXdtetUn+MOVUHLURDISPQWIED fYkWfWZmobEXIS
+YIGL9Kuym51tkd4gjL2Ehogt TKEOBKUPQPiXsM+g0i/UXH3Cjefs9BbIqqB/ iLeXbbod
AcsnTYfrv65SbLFAKCYLaRX/ShYg1XTECNXfZb9SfX1gDTESK2ULBSrPtDqu3uBILSIB
hpSg==
ARC-Message-Signature: i=1; a=rsa-sha256; c=relaxed/relaxed; d=google.com; s=arc-20160816;
h=content-transfer-encoding:mime-version:precedence:list-archive
:list-subscribe:list-unsubscribe-post:list-unsubscribe:list-help
:message-id:subject: from: to:date:dkim-signature;
bh=T@sv10RvBKU7/Q6DGBYXIUGVKdZDrP38PBABR2WAWCC=;
fhaVeyAsV3Zy/GzlsxL5xk4Atddn0Q726YC7kmI +huPh6s=;
b=XwDyeSPPThfZCxJDi8Kn7uX/9vMLSIED4UYKaWp r3LW6DRNRIOVXe4qwUPdE3DIINS
oC7rmva5mxifiKzOYWEImmLZ11Ma3IxwA/dUkDXHEP/0y00])8GPBLEWMGBYOCQFkcZ3U
dcdQDKA r IZnKMOKQSVAmFLLyLPmuHM2pMM ] RZaKOGVCdSY siviia jM8/IHZAXUmGS 1aJE
9hBsTGR2UWKGxhggLQFCboMBKxmxme845hoAKD6 /D4 /VM/e4RANXSRYp2XBgGBCNO1XE
ORSOLZ9YmIuGZXPiCgealZnEGOKIEOAAUB] 7a0y6x73CoFn00GNNIVEVOISWIERTqaTH
6XLA==;
dara=google.com
ARC-Authentication-Results: i=1; mx.google.com;
dkim=pass header.i=@wordpress.com header.s=automatticl header.b="NoiC2N/X";
spf=pass (google.com: domain of mohitdamkel=gmail.com@b.wordpress.com designates 192,0.80.222 as permitted
sender) smtp.mailfrom="mohitdamkel=gmail.com@b.wordpress.com";
dmarc=pass {p=REJECT sp=REJECT dis=NONE) header.from=wordpress.com
Return-Path: <mohitdamkel=gmail.com@b.wordpress,com>
Received: from smtp2-1.dfw.wordpress.com (smtp2-1.dfw.wordpress.com. [192.6.86.222])
by mx.google.com with ESMTPS id m3-200202056808078300b003c0456cd04a5i3160630iw.0.2024.62.14.23.08.03
for <mohitdamkel@gmail.com>
(version=TLS1 3 cipher=TLS AES 256 GCM SHA384 bits=256/256);
Wed, 14 Feb 2024 23:08:03 -0860 (PST)
Received-SPF: pass (google.com: domain of mohitdamkel=gmail.com@b.wordpress.com designates 192.0.80.222 as permitte
sender) client-ip=192.0.80.222;
Authentication-Results: mx.google.com;
dkim=pass header.i=@wordpress.com header.s=automatticl header.b="NoiC2N/X";
spf=pass (google.com: domain of mohitdamkel=gmail,com@b.wordpress.com designates 192,0.80.222 as permitted
sender) smtp.mailfrom="mohitdamkel=gmail.com@b.wordpress.com";
dmarc=pass (p=REJECT sp=REJECT dis=NONE) header.from=wordpress.com
DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/simple; d=wordpress.com; s=automatticl; t=17087980883;
bh=1Z4SeLTc4zr5SFDEITTawP4h9PCTIrZpQsNHQWVPSq2E=; h=Date:To:From:Subject:List-Help:List-Unsubscribe:
List-Unsubscribe-Post:List-Subscribe:List-Archive:From; b=NoiC2N/X5g/ktK4nx9nsxjhRPBXZHOm]je+3qx1j/
9Y3A1VLS3IZEaNDSI jhiMINW]
h7bYZx9CelC700eNgBVWP8qcCDy4RCNBLGal0kwVX 1 ) GSUQWNS ] Bw/UDUNHU2HXUZY
0JAwlyQ544e6jbTqHt9czvBIrh7cKdZbzNDEO6Ke /1 ZB2M2FTtmVo+rRFxgZpAdS )2
WEeRKM7BC4UBVFD7 ia3pviren3R2Wro08muMG2 1bWes507ukxzdvLt3Z+e/quBgs7d
ckn5usqasavumngxaB-ﬁAljA7Tuinuznycs5ztquocwmmt)vloAmrunblzoﬂk

e |tshows his |IP address

SPF: PASS with IP 192.0.80.222

Here is information we get from the ip



IP Information for 192.0.80.222

= Quick Stats

IP Location
ASN
Resolve Host

Wheois Server

United States Marina Del Rey Early Registration Addresses
B AS2635 AUTOMATTIC, US (registered Oct 01, 2012}

smtp2-1.dfw.wordpress.com

whois.arin.net

IP Address 192.0.80.222

MetRange: 192.6.64.8 - 192.6.127.255
CIDR: 192.08.64.08/18

NetMame: AUTOMATTIC

MetHandle: MET-192-0-64-0-1

Parent: MET192 (MNET-192-0-0-0-0)
NetType: Direct Allocaticn
OriginASs: AS2635

Organization: Automattic, Inc (AUTOM-93)
RegDate: 2012-11-20

Updated: 2821-12-14

Ref: https://rdap.arin.net/registry/ip/192.0.64.0

We get to know that the ip is genuine and comes from original source

Domain

e Lets Checkforthe domain name register

DKIM: 'PASS' with domain wordpress.com

e Hereisthe domain of wordpress
e Lets checkfor more information



Whois Record for WordPress.com

= Domain Profile

Registrar MarkMonitor, Inc. MarkMonitor Inc.
IANA ID: 292
URL: http:www.markmonitor.com
Whois Server: whois.markmonitor.com

abusecomplaints@markmonitor.com
(p) +1.2086851750

Registrar Status clientDeleteProhibited, clientTransferProhibited, clientUpdateProhibited,
serverDeleteProhibited, serverTransferProhibited, serverUpdateProhibited

Dates 8,751 days old
Created on 2000-03-03
Expires on 2033-03-03
Updated on 2023-08-28

Name Servers NS1.WORDPRESS.COM (has 1,576,071 domains)
NS2.WORDPRESS.COM (has 1,576,071 domains)
NS3.WORDPRESS.COM (has 1,576,071 domains)
NS4 WORDPRESS.COM (has 1,576,071 domains)

o DomﬂinTools PROFILE - CONNECT » MONITOR - SUPPORT Whois Lookup

T ———
Registrant State/Province: CA
Registrant Postal Code:

Registrant Country: US

Registrant Phone:

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: REDACTED FOR PRIVACY (DT}
Registry Admin ID:

Admin Name:

Admin Organization: Automattic, Inc.
Admin Street:

Admin City:

Admin State/Province: CA

Admin Postal Code:

Admin Country: US

Admin Phone:

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: REDACTED FOR PRIVACY (DT)
Registry Tech ID:

Tech Name:

Tech Organization: Automattic, Inc.
Tech Street:

Tech City:

Tech State/Province: CA

Tech Postal Code:

Tech Country: US

Tech Phone:

Tech Phone Ext:

They have hide much of the information so we are not able to get more information



e So here we have done the basic level of email analysis

IP & Domain Analysis Websites

e Here are some of the websites where you can do analysis
e WHOIS Lookup:

Domains Hosting Servers Email Security Whois Deals E > P 2 Eﬁ

Whois Domain Lookup

Whois search for Domain and IP

Example: gq.com, google.co.in, bbc.co.uk, ebay.ca

WHOIS lookup services like whois.net or whois.domain tools.com allow you to find
detailed information about domain names, including registrant details, registration
and expiration dates, and name server information.

MXToolbox:

h" ") TooLeox: Pricing
G iz’ —_—

SuperTool MX Lookup acklists DMARC Diagnostics Email Health DNS Lookup

@‘ﬁ MX Lookup

Domain Name

MXToolbox offers a variety of tools for analyzing domains and IP addresses, including DNS
lookup, blacklist check, and email header analysis.



IPVoid:

IPVOID P~ DNS~ TEXT~ URL~ ENC/DEC~ RANDOM~ EXTRACT~ MORE~ w

IP Address Tools Online

Wl File Lines Manipulator - Manipulate Text Lines of Files—

IPVoid provides tools for IP and domain analysis, including blacklist check, IP geolocation,
and reverse DNS lookup.

Shodan:

®% SHODAN  Explore  Pricing 2

Search Engine for the

Internet of Everything

Shodanis a search engine that lets you find specific types of computers (routers, servers,
etc.) connected to the internet using a variety of filters. It’s particularly useful for analyzing
devices connected to the internet by their IP addresses.



Malware Analysis

VirusTotal:

> ] VIRUSTOTAL

ins. IPs and URLs T and other
re them with the unity.

SEARCH

VirusTotalis a free online service that analyzes files and URLs for viruses, worms, trojans,
and other kinds of malicious content. It aggregates multiple antivirus engines and scan
results from various sources to provide comprehensive insights into the potential threats
of a file or URL.



Hybrid Analysis:

HYBRID
ANALYSIS

(L]

Releases & Updates

Partners with Bfore A

‘owered URL and

Latest News

f

Hybrid Analysis is a dynamic malware analysis service that allows users to submit files and
URLs for analysis. It provides detailed reports on.the behavior of malware samplesin a
controlled environment, including information on network activity, file modifications, and
system impact.

Any.Run:
\ A\ : Meet a brand new ANY.RUN's
Y)Y -
A\ TI Lo Q k u p Threat Intelligence service

WHY US SERVICE TRACKER REPORTS PRODUCTS v INTEGRATIONS PRICING BLOG CONTACTS MEDIA KIT TRIAL

ANY (> RUN MALWARE HUNTING WITH
s '\ LIVE'ACCESS TO THE
HEART OF AN INCIDENT

Watch the epidemic jas if it was on lyour computer,
but 'in a more convenient and secure way,
with a variety of monitoringjfeatures.

° 1EGISTI
Any.Runis an interactive malware analysis platform that allows users to execute

and observe the behavior of malware samples in real-time. It provides a sandboxed



environment where users can interact with malware and monitor its activities,
including network connections, file operations, and registry changes.

Joe Sandbox:

Joe Sandboxis an automated malware analysis platform that provides in-depth reports on
the behavior and characteristics of malware samples. It uses advanced techniques such
as code emulation, dynamic instrumentation, and memory analysis to uncover the
capabilities and intentions of malicious code.

Practical Malware Analysis

e Lets Take one Malware and Analysis it with the help of VirusTotal

e | have one malware and lets check it

e Hereis Malware

Annabelle

Annabelle.exe

Lets Check

e Lets Checkit by uploading it on VirusTotal



> | VIRUSTOTAL

Analyse suspicious files, domains, IPs and URLs to detect malware and other
breaches, automatically share them with the security community.

SEARCH

Signin

(> Reanalyze = More ~

716335baScd1e7186c40295b199190e2b6655e48f1c1cbe12139bab7 faa5elac

15.94 MB 22 hours ago

Annabelle.exe

@ assembly runtime-modules  detect-debug-environment long-sleeps  direct-cpu-clock-access  édbits  checks-usb-bus  persistence

DETAILS RELATIONS BEHAVIOR COMMUNITY 24+

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Popular threat label Threat categories trojan  ransomware Family labels deshacop  annabelle  msil

Security vendors' analysis Do you want to automate checks?
AhnLab-V3 Alibaba

AlYac Antiy-AVL

Arcabit Avast

So here we get result
59 out of 72 security vendors and 3 sandboxes flagged this file as malicious

That’s How you can analyze any file

Sign up




Conclusion

Operation ClickBait has been more than just a side project—it’s been a deep dive into the
world of email-based threats. From decoding phishing tactics to analyzing embedded
malware, this lab gave me firsthand experience in tracking and understanding how
attackers operate.

It also taught me the value of a structured, isolated lab environment where | could safely
test samples, extract indicators of compromise, and build practical defensive strategies.
Beyond technical skills, it helped reinforce a strong analytical approach to identifying and
mitigating threats.

In a time when email remains one of the most exploited vectors for cyberattacks,
Operation ClickBait has given me the tools, confidence, and curiosity to keep exploring,
learning, and defending.
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